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• As part of VITA’s multisourcing model, the agency awarded a new messaging contract in June 2021 to NTT 
DATA for enterprise use. The intent of the contract was to offer VITA customers:

• Choice and integration opportunities by providing both Microsoft and Google services

• Improved archiving, eDiscovery and records management

• Improved security, mobile device management (MDM) and data loss prevention (DLP)

• The contract is for one five-year term with three one-year options
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2NEW MESSAGING ENGAGEMENT



• Major components of the messaging transition:

• Operational responsibility and backend (help desk, routing/filtering, etc.)

• Archive, eDiscovery and records management
(Google Vault to Microsoft Purview)

• Mobile device management (Google policy to Intune/Workspace ONE)

• Microsoft 365 agency migrations

• No statewide “big switch” cutover:

• Phased rollout to minimize impact on agency operations

• Backend capabilities in place prior to Microsoft 365 general availability

• Agency Microsoft 365 migrations scheduled to accommodate agency business needs
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3OVERVIEW

Core messaging changes
• Improved DLP, anti-spam, anti-

malware and security
• Platform-agnostic archiving
• Broad MDM capability

What does Microsoft 365 look like?
• MS Office products
• MS Outlook for mail
• MS Teams for chat and 

collaboration
• Web, mobile and desktop
• SharePoint integration
• Guest access to Google tools
• Teams chat retention period set by 

agency at transition



• NTT DATA commenced initial services on May 1

• Currently providing “as-is” messaging capabilities

• Transitioning from legacy to NTT CORE messaging infrastructure throughout May and June

• Deliberate, small-batch approach to monitor performance and minimize potential impacts

• Google <-> Microsoft 365 integration (cross-platform chat, calendar details, etc.) not available

• Email encryption (Virtru) for Microsoft 365 mobile not currently available
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4WHERE WE ARE



PLATFORM SELECTIONS

67%

20%

13% 0%

PERCENTAGE OF MAILBOXES BY PLATFORM

Microsoft Microsoft - Pending Testing Google Undecided

Platform Agency Seats

Microsoft 38 48,023

Microsoft (pending testing) 3 14,241

Google 18 9,381

Undecided 2 220

Total 61 71,865

• Over 87% of our customers want Microsoft

• Testing results are needed to determine 
business impacts of switching

• Agency selections are attached



• VITA and the administration have concluded that a single messaging platform (Microsoft) offers the 
best value for the Commonwealth:

• 87% of users expressed a willingness to transition to Microsoft

• A single platform is less expensive and less complex to manage

• An integrated dual-messaging platform proved to have challenges

• Similar functionality is available on both platforms

• A single platform will streamline customer experience optimization

• VITA would like agencies to fully transition by the end of fiscal year 2023 to avoid renewing 
messaging licenses and ongoing integration costs as the Google licenses expire
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7MILESTONE ROADMAP

Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

T
im

e
lin

e
P

ro
je

c
t 

T
e

a
m

 
M

ile
s

to
n

e
s

T
ra

in
in

g
M

ile
s

to
n

e
s

C
h

a
n

g
e

M
g

m
t.

 
M

ile
s

to
n

e
s

Curriculum 
Mapping

Material Development

Initiation Planning and Analysis Execution Stabilize

Project Plan

Comm Plan
Development

Migration

Live Monitoring of User AdoptionRoadmap

Course 
Standards

Agency  
Interviews

Knowledge Transfer

Kickoff

Governance

Infrastructure and Security

Service Catalogue

QA Testing

Business 
Readiness

Supplier 
Transition

Pilot Migration Analysis

Writing Standards

Training 
Plan

Training Support and Stabilization

OCM 
Strategy

NTT Intro
Customer Outreach

Agency  
Interviews

Pilot Migrations

UAT

MigrationPilot Migrations

vita.virginia.gov  |  Virginia IT Agency



vita.virginia.gov  |  Virginia IT Agency

8PILOT OBJECTIVES

Goals for successful implementation of early migrations

1 Compile lessons learned for enterprise use

2
Ensure appropriate levels of awareness and engagement across VITA’s 
agency contacts and end users

3
Build a process that will be easily transferable for future customer 
experience

4 Continuity of work for staff with little disruption

5 Pilot agencies share feedback for migration process refinement



• Work with your customer account manager (CAM) and business relationship manager (BRM) to submit your 
request for solution (RFS) and begin scheduling discussions

• Some activities (MDM, user data validation) will occur prior to the cutover date

• NTT DATA and your BRM will conduct discovery sessions to fine-tune each agency transition

• Identify, train agency training coordinator, subject matter experts (SMEs), “superusers” and records officers 
early

• Proactive user communications and shared training resources

• Leverage the agency training plan and web hub for easier adoption

• NTT DATA will begin copying data prior to cutover

• Daily data sync intended to minimize “blackout” period to a small final delta copy

• Migration error log report available live to agencies to resolve potential issues prior to cutover
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10MIGRATION ERROR LOG REPORT

• Available to all AITRs and staff

• Live reporting by agency or user
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11DRAFT AGENCY TRANSITION

Prepare

• Review resources 
and FAQs

• Submit RFS

• Identify:

• Key players

• Key resources

• Potential issues

• Draft timeline

Plan

• Technical 
discovery sessions 
with NTT DATA 
and BRM

• Develop migration 
activities timeline

• Develop agency 
training plan

• Develop agency 
comms plan

• Develop Google 
Forms conversion 
plan (if needed)

Pre-migration

• NTT begins 
migrating agency 
data

• Begin ongoing 
migration error log 
review

• Train superusers, 
records officers 
and other SMEs

• Distribute “How to 
Prepare for 
Migration”

• Google Forms 
conversion

Migration

• Superuser 
engagement

• Begin MDM rollout

• NTT DATA 
executes 
Microsoft 365 
cutover

• Day 1 activities

• Validate A2A 
access

• Validate final 
migration error log 
report

Post-migration

• VITA Customer 
Care Center and 
superuser ongoing 
support

• Final MDM rollouts

• Survey and VITA 
feedback



• Review and follow transition and new product training material

• Update their MDM (if used) on or before the Microsoft 365 cutover

• What is automatically transitioned:

• Email, calendar, contacts, records archives, Google Drive content

• Google Docs/Sheets/Slides convert to Microsoft equivalents (complex files may require manual review)

• What requires manual intervention:

• Mail personalization (signatures, rules, labels, .PST files, etc.)

• Meet call details on calendar invites (each organizer must update invites with Teams call details)

• Re-establish permissions for shared documents, files and folders

• Google Forms -> Microsoft Forms; Google Keep -> OneNote; Google Photos -> OneDrive
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12MICROSOFT 365 TRANSITION FOR A USER



Two weeks post
go-live

• Validation window 
closed, license removed
• No further activities 
necessary
• Training is available
• The process for 
getting support

One month prior
to go-live

• Your agency is next to 
conduct migration
• What to expect
• Important dates
• Training is available
• Next steps

COMMUNICATIONS PLANNING - AGENCY-SPECIFIC BREAKDOWN

• You’re live! 
• Validate all is migrated and 
working as planned
•  2 weeks to complete 
validation activities
• Training is available
• The process for getting 
support

1 Week Prior to Go-Live At Go-Live

Day of
go-live

• You’re live! 
• Validate all is 
migrated and working 
as planned
•  Two weeks to 
complete validation 
activities
• Training is available
• The process for 
getting support

One week prior
to go-live

• Cutover the following 
weekend
• No access to 
systems
• What to expect
• Be prepared
• Training is available
• Next steps

Two weeks prior
to go-live

• Migrations have 
begun
• How to prepare, what 
to expect
• Important dates
• Training is available
• Next steps

Sampling of major customer touchpoints that can be customized by AITRs
for individual agency use
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MIGRATION SUPPORT RESOURCES

• Project communications centerpiece:

www.messaging.vita.virginia.gov

• All training available in one place

• Regularly updated living resource

• Will remain accessible throughout all 
activities, including “Day 1” needs

http://www.messaging.vita.virginia.gov/


ON-DEMAND TRAINING FOR ENTERPRISE CUSTOMERS

All training modules have been developed, reviewed and approved based on VITA standards with 
closed captioning inclusion. All users can access the training via the VITA knowledge base with 

course descriptions and filtering capabilities.

There are 78 training courses 
developed across products including:

• Microsoft Office 365
• Google Workspace
• Mobile device management
• Account management
• Messaging services

This is an estimated 280+ minutes of 
training across 64 training videos and 
14 job aids.
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https://vimeo.com/651174440/141062168d


• Several transition steps still apply (dates to be determined, may nest with agency Microsoft 365 migrations):

• New DLP rules on outbound mail, file sharing, etc.

• Current MDM will migrate to Intune or Workspace ONE (agency choice)

• Current archive repositories will migrate to archiving, eDiscovery and records management

• No chat or presence interoperability between Google and Microsoft 365

• No ETA for this capability (vendor is stalled, not expected before we leave Google)

• Microsoft 365 users will have Google guest access for Meet participation, shared Docs, etc.

• Google license model is changing
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16WHILE YOU ARE ON GOOGLE



• Key lessons learned from prior messaging transition are agency user involvement and training engagement

• Build your transition working group:

• Transition lead, training coordinator, communications lead and internal help desk representative (if you 
have one)

• Begin identifying SMEs and potential super users

• Attend a call with your CAM, BRM, CIO, AITR and agency working group (CAMs reaching out this week)

• Walk through what migration looks like for your agency

• Review training materials, videos, knowledge base articles and how to be successful

• Adoption and engagement are KEY to agency success!
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17WHAT CAN I DO NOW



• The messaging transition is more than just email

• Changes are coming, even while your agency remains on Google

• Goal is minimal impact to agency operations

• No “big switch” statewide events

• Discrete steps with proactive performance and error monitoring

• Agency Microsoft 365 migrations scheduled to accommodate agency business needs

• Continuous improvement process; expect refinements and adjustments

• Keep your CAM, BRM and working group closely involved

• Your feedback is critical to everyone’s success
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Questions

???


